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Basic concepts

 What is the OS?
 Basic structure of the OS
 OS classification
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What is the OS?

* Collection of system calls (functions)

- Provide a set of basic services to interact with the
hardware

* The core of the OS is the Kernel

— Typically a library or set of libraries
- Tends to be small and highly optimized

- Might be (or not) other high level services on top

* graphic interface, desktop environment, i/o, user
interfaces, network, etc...
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Basic structure of the OS

* An operating system
provides:

Intertask
Communication &
Synchronization

- Resource allocation

- Task management,
scheduling and
Interaction

— Hardware abstraction
- 1/O interface

- Time control

Device

'O

SUpervisor

— Error handling
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OS classification

* Depending on...

- response time: batch / interactive / real-time
— users: multi / single user
— execution mode: multi / single task

— others: embedded, portable, standard compliant
(i.,e. POSIX).

e Real OS are a mixture of the above.
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Real Time Operating Systems -
RTOS

* Main features
e Other features
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RTOS: Main features

* Same basic structure than a regular OS, but...

* |n addition it provides mechanisms to allow real
time scheduling of tasks:

— Deterministic behavior of all system calls (!)

* All operations (system calls) must be time bounded

- No memory swap (virtual memory) is typically allowed
- “Special” hw interaction. Ad-hoc drivers (1) &

* Interrupt service routines (ISR) time bounded
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附注
英文缩写: Ad hoc network 

中文译名: 自组织网络，特定网络，对等网络 

分　　类: 网络与交换 

解　　释: 指临时应变的特定网络。由若干个移动的无线通信终端构成一个临时应变的网络。这种网络是临时性的、无中心的，无需依靠任何基础设施的非标准网络。因此可称作是“自组织网络”。也有人称它是“特定网络”，是因为它是很短距离的特定连接，并且只能用于近距离的用户，又因为它是便于加入和离开，既能主控，又能被控的网络，所以又有人称之为“对等网络”。 


RTOS: Other features

* Task priority policy
— Can be dynamic or static
* Inter-task communication and synchronization

- semaphores, mailboxes, message queues,
buffers, monitors, ...

e Hardware access is done at a lower level

- faster, but less “comfortable” to the user
* Modular structure

- Unused modules can be discarded to save
space/resources
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附注
something that "内核精小、可裁减"
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RTOS Design considerations

* Memory management

* |/O Management

* Time handling

* Limited resources considerations
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Memory Management

* Common memory handling is unpredictable

- Memory allocation time increases depending on

* block size

* status of the memory (“clean or dirty”)
- fragmentation
* swap / virtual memory (depends on HD)

- Solution

* 1) No memory handling at all
* 2) Limited memory management
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Memory Management (ll)

* Example of RTOS memory manager:

— Only certain blocs of fixed size of dynamic memory
can be required by tasks.

- Blocks are stored in a “free buffer queue”

BUFFER STEZES ( 31, 63, 127, 255, 511, 1023, 4085, 65535 )

‘
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Memory Management (ll)

* Advantages:

- No fragmentation
* A block is always taken and used as an unit
— No need of garbage collection (!)

- Easily implemented as constant functions
(deterministic behavior!)

* get mem() and set_ mem() vs malloc() and free()

* Disadvantages:

S
— Limited choice of chunks size

— Suboptimal usage of memory resources

28.06.06 RTOS - R.Serna Oliver - TU Kaiserslautern
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附注
Chunk（块） 
chunk 是一组线性相邻的内存地址在RAM 中的映射。进程创建以后，它的地址空间包括1到3个chunk： 
（1）stack/heap chunk：这里包括了进程的主线程所要使用的stack 和 heap。所以这个chunk 通常是进程所必须的。 
（2）code chunk：这个chunk 只有当进程被加载到RAM时才出现。 
（3）data chunk：只有当进程拥有静态数据的时候才会有这个chunk。 

当然，程序可以还创建额外的chunk。 一个全局的chunk可以被其他进程访问，这样就实现了大量内存的共享。RChunk 类提供了对chunk的支持。TFindChunk 类可以用来查找其他进程创建的全局chunk。


/O Management

* Unpredictable hw behavior:

— No control over the device behavior

* je: disc segmentation, hw failure, network collision,
random delays (CSMA/CD), ...

- 1/O functions are typically non rege]ntrant

* ie: printf() is not appropriated for RT applications
* New reentrant functions provided, ie:

void safe printf (char *txt) {
get semaphore(s);
printf (txt) ;
release semaphore(s);

}
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附注
可重入（reentrant）函数可以由多于一个任务并发使用，而不必担心数据错误。相反， 不可重入（non-reentrant）函数不能由超过一个任务所共享，除非能确保函数的互斥（或者使用信号量，或者在代码的关键部分禁用中断）。可重入函数可以在任意时刻被中断，稍后再继续运行，不会丢失数据。可重入函数要么使用本地变量，要么在使用全局变量时保护自己的数据。

可重入函数： 

不为连续的调用持有静态数据。 
不返回指向静态数据的指针；所有数据都由函数的调用者提供。 
使用本地数据，或者通过制作全局数据的本地拷贝来保护全局数据。 
绝不调用任何不可重入函数。 

不要混淆可重入与线程安全。在程序员看来，这是两个独立的概念：函数可以是可重入的，是线程安全的，或者二者皆是，或者二者皆非。不可重入的函数不能由多个线程使用。另外，或许不可能让某个不可重入的函数是线程安全的。


/O Management (ll)

* CPU & RAM are controllable
* Other devices are commonly unpredictable

- 1.e. HD access is non deterministic
* Depends on header position, latency, spinning speed,...
— Manufacturers drivers are not Real Time compliant

* Development of ad-hoc drivers (!)
* Assembler and low level code = platform dependent
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Time handling

* Time control is a main thing
- Task scheduling

* deadlines (!)
* delay() & delay until() functions

- Time outs
* Time resolution

— depends on hw
— might be adjustable by the user

* >resolution — >overhead (!)
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Limited resources

* RTOS commonly oriented to Embedded
systems

— Little resources available

* micro controllers
* low power CPUs

— Little space to add cool stuff

* Size restrictions
* Limited power consumption
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Tasks and scheduler in RTOS

* What is a task for us (users/programmers)?
* What is a task for the OS?

* Task states

* Scheduler

28.06.06 RTOS - R.Serna Oliver - TU Kaiserslautern
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What is a task for us?

* Atask is a piece of executable code
- a function (procedure)
— a program
— a kernel module

* A program consists of one or more tasks

— Tasks run concurrently

* Real concurrence in multi-processor system
* Pseudo concurrence in single-processor systems

28.06.06 RTOS - R.Serna Oliver - TU Kaiserslautern 23



What is a task for the OS?

* Task Control Block (TCB)

- Task ID and Task Priority

— Copy of last execution context
* CPU regqisters, stack, ...

- Task status

— Other relevant information
* Create task =

* Destroy task = delete TCB

28.06.06

create TCB

TCB

Task ID
Task Priority

Program Counter (PC)
@ Task Memory
@ Registers

Task Status
Waiting resource

Next TCB
(...)

RTOS - R.Serna Oliver - TU Kaiserslautern
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Task States

 Executing : actually running
Ready : Ready to be dispatched Dispatch

Blocked : blocked by another task
or resource

Waiting : blocked by time
BLOCKEDI \

28.06.06 RTOS - R.Serna Oliver - TU Kaiserslautern 25
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Scheduler

e Scheduler

- Implement a scheduling policy

* select next task to be executed

* maintain queues (order by?)

* maintain priorities (static? dynamic?)
- Time triggered

* Kernel executes periodically

- Event triggered

* Kernel executes only when “something” happens

28.06.06 RTOS - R.Serna Oliver - TU Kaiserslautern
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Communication & Synchronization

* Needs of communication and synchronization
 Communication mechanisms
* Synchronization mechanisms

28.06.06 RTOS - R.Serna Oliver - TU Kaiserslautern
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Tasks communication and
Synchronization

e Tasks need to communicate

- sharing data

* |.e. producer / consumer
* mutual exclusion (mutex)

* Tasks need to synchronize

- “meeting points”

* j.e. wait for an intermediate result
* |.e. wait for the end of another task

28.06.06 RTOS - R.Serna Oliver - TU Kaiserslautern
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Communication

* Mailboxes:

— A task sends a message to a mailbox
* message_send(id_mailbox, message);
— Task blocked if mailbox full
— A task reads a message from a mailbox
* m= message_read(id_mailbox);

— Task blocked until a message is available
- Message deleted after reading

28.06.06 RTOS - R.Serna Oliver - TU Kaiserslautern
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Communication (Il)

* Message queues:

- Same concept as Mailboxes but more than one
message can be stored (fixed capacity)

* Sender can send up to N messages before being blocked
* Reader gets messages in FIFO order

Producer Task . L Consumer Task
(Sends Messages) ba T, > (Receives Messages)

28.06.06 RTOS - R.Serna Oliver - TU Kaiserslautern 31



Communication

* Mutex

— Two basic atomic operations:

* mutex_lock()

— blocks execution until mutex is unlocked
- then locks mutex

* mutex_unlock()
— unlock mutex

— Only one task can enter a section protected by
mutex.

— optional protocols to avoid priority inversion

28.06.06 RTOS - R.Serna Oliver - TU Kaiserslautern
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Communication

* Example:

mutex m;

int global id = 0;

Task A

Task B

void taskA () {
while (1) {
mutex lock (m)
id a = global 1id;
global 1d ++;

mutex unlock (m) ;

}

void taskB () {
while (1) {

mutex lock (m)

id b = global 1id;

global 1d ++;

mutex unlock (m) ;

}

28.06.06

RTOS - R.Serna Oliver -
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Synchronization

 Semaphores

— Two basic operations (similar to MUTEX)

* wait_semaphore()

— decrement resource counter
- block execution if counter = 0

* signal_semaphore()

- increment resource counter
— if value<=0 one of the blocked tasks continues execution

- Plus initial value #

* number of available resources (>=0)
— resource counter

28.06.06 RTOS - R.Serna Oliver - TU Kaiserslautern
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What's meanning?


Synchronization

* Example:

Task A
void taskA () {

while (1) {

produce result();

signal semaphore (s);

semaphore s

init semaphore (0); ‘

Task B

void taskB() {

while (1) {

wailt semaphore (s)

get result();

28.06.06

RTOS - R.Serna Oliver -

TU Kaiserslautern
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Example

* Simple example with two tasks
* Notes

28.06.06 RTOS - R.Serna Oliver - TU Kaiserslautern
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Example (1)

Task 1 (T1)

volid taskl (void *param) {

while (1) {

echo (“task 17);
sleep until (time+10);

}
Priority =1
Period = 10

Execution time = 5

28.06.06

RTOS - R.Serna Oliver - TU Kaiserslautern

Task 2 (T2)

volid task2 (void *param) {

while (1) {

echo (“task 27);
sleep until (time+50);

}

Priority = 2

Period = 50
Execution time = 10

38



Example (II)

Task Creation (main)

void main () {

char *meml[100], *mem2[100];
int tl, t2;

/* create task(@code, (@param, @mem, priority */
tl = create task(*taskl, NULL, meml, 1);
t2 = create task(*task2, NULL, mem2, 2);

/* 0OS starts executing */

os start();
} /* end */
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Example (lll)

N

Blocked

Initially both tasks (T1 and T2) are
ready to execute

7

0 5 10 15 20 25 30 35 40 45 50

Running

PC =
Stack =

Mem =

28.06.06 RTOS - R.Serna Oliver - TU Kaiserslautern
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Example (1V)

Plocked T2 remains Ready J
Waiting T1 becomes the Running tasﬂ

o

Ready T1 h

0 5 10 15 20 25 30 35 40 45 50

—
Running PC, stack, memory and

PC = ~task1() CPU registers are updated
T1| Stack = stack from the TCB of T1

Mem = mem1 v,
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Blocked

Example (V)

T1 reaches the end of the loop.
Sleeps until “time+10”

T2 becomes the Running tasﬂ

————

0 5 10 15 20 25 30 35 40 45 50

TCB of T1 is updated with PC,
stack, memory and CPU registers.

Ready
Running

PC = ~task2()
T2  Stack = stack2

28.06.06

Mem = mem?2

PC, stack, memory and
CPU registers are updated
from the TCB of T2

RTOS - R.Serna Oliver - TU Kaiserslautern
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Example (VI)

Blocked T1 becomes ready agaiﬂ

At this point T2 still has
5 units to execute

Waiting

V

Ready T h 4

0 5 10 15 20 25 30 35 40 45 50

T

Running

PC = ~task2()
T2  Stack = stack2
— Mem = mem?2
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Example (VII)

T1 preempts T2 since it has
Blocked higher priority

by a higher priority task

- + /
Ready T1 h_-

0 5 10 15 20 25 30 35 40 45 50

Execution of T2 is preempted
Waiting

TCB of T2 is updated with PC,
, stack, memory and CPU registers.
/" PC = ~taski() PC, stack, memory and
atsr%k:rflt:rﬁﬁ CPU registers are updated
from the TCB of T1 B,
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Example (VIII)

T1 reaches again the end of
Blocked the loop and finishes its execution

T2 can now continue
its execution

Waiting

T

@
Ready T1 h_-

0 5 10 15 20 25 30 35 40 45 50

\\

| TCB of T2 is updated with PC,
Running stack, memory and CPU registers.
- PC = ~task2() PC, stack, memory and

Stack = stack2 CPU registers are updated

Mem = mem2 from the TCB of T1 B,

28.06.06 RTOS - R.Serna Oliver - TU Kaiserslautern
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Example (IX)

T2 reaches the end of
Blocked its loop and finishes its execution

T1 executes again
(after moving from Waiting to Read

)

Waiting

T2-

Ready o tem fem

0 5 10 15 20 25 30 35 40 45 50

| TCB of T2 is updated with PC,
Running stack, memory and CPU registers.
T1 g? =k"_ta~'°{k1i(()1 PC, stack, memory and
Mo = e CPU registers are updated
from the TCB of T1 .
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Example (X)

T1 reaches the end of
Blocked its loop and finishes its execution

Waiting

T2 T1

®
Ready ton tem e

10 15 20 25 30

35

And now what

Running
PC =77 ?
D Stack = ??
Mem = ?? ]

N

40

S

28.06.06 RTOS - R.Serna Oliver - TU Kaiserslautern
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Blocked

Waiting

T2 T1

Ready

Idle

Running
PC =77
D Stack = ?7?
Mem = ??

28.06.06

Example (XI)

A special task IDLE is sched@
with the lowest priority in order to
get the CPU when no other task
IS ready to execute
y A

Task IDLE

void idle(void *param) {
while (1) { NULL }

}

Priority = Lowest
Always Ready to execute

RTOS - R.Serna Oliver - TU Kaiserslautern
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Blocked

Waiting

T2

T

Running

28.06.06

PC = ~idle()
Stack = stack_idle

Example (XII)

The Idle task executes until
any other task is available in the
Ready queue

ldle

T2

T1h_-_.!

0 5 10 15 20 25 30 35 40 45 50

N

Again PC, stack and memory are
replaced like with any other task

Mem = mem _idle

N S

RTOS - R.Serna Oliver - TU Kaiserslautern
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Blocked

Waiting

Ready

Running

PC=...
Stack = ...
Mem = ...

28.06.06

Example (end)

L Execution continues...

ldle

| B B |
T2 + o
T h_h_!_!_!

0 5 10 15 20 25 30 35 40 45 50
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Notes from the example

* |dle task is an infinite loop that gains CPU
access whenever there is “nothing to do”.

* RTOS are preemptive since they “kick out” the
current running task if there is a higher priority
task ready to execute.

* Scheduling is based on selecting the
appropriated task from (ordered) queues.

* Task context is saved on its own TCB and
restored in every new execution.

28.06.06 RTOS - R.Serna Oliver - TU Kaiserslautern 51



Notes from the example (ll)

* Context switch might have effect:

- Switching is not for free!: LN
Context switch involves
RTOS kernel execution

and consequently
overhead!

RTOS \
" ~

o I
This is where the TCB

12 and CPU registers | -
L are updated and.
T1 queues reordered (!)
-y a ,
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Notes from the example (lll)

* What happens if tasks are blocked?

Blocked

#

i

BLOCKING
RESOURCE

A1

J

28.06.06

*Task goes to blocked queue
*A pointer is set to/from blocking

resource
 MUTEX, mailbox, etc...

*Task is moved to “Ready” when the

resource is free

RTOS - R.Serna Oliver - TU Kaiserslautern
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e Overview

POSIX Standard

e RT Extensions

28.06.06

RTOS - R.Serna Oliver - TU Kaiserslautern
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POSIX: Overview

POSIX.] Svstem Interface (basic reference standard ™"

* Portable Operating | rosixz | setiant iiier
System Interface

POSIN 4 Feal-time Extensions

¢ MOt|Vat|On PO SIX 4a Threads Extensions

- PO SIX 4b Additional REeal-time Extensions
- Portability

- Interoperablllty POSIX.T Svstem Administration
* Set of standards

POSIX G Security Exiensions

POSIXN.E Transparent File Access

POSIX.12 Frotocol Independent Metwork Interfaces

- Real time extensions | rosixis | sach queuing Extensions
° POSIX 4 POSIX.17 Directory Services

" Appmved IEEE siandamnls
" Approved ISOAEC stancland
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POSIX: RT Extensions

* Real Time Scheduling

- 3 policies
* FIFO

* Round Robin
* Other (implementable)

* Virtual Memory

- Special functions to bound v.m. mechanisms

28.06.06 RTOS - R.Serna Oliver - TU Kaiserslautern
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POSIX: RT Extensions

* Process Synchronization
- Semaphores
* Priority inversion possible (!)
* Shared Memory
— can be protected by semaphores
* Signals

- Event notification
* signal priority
* queued
* data field

28.06.06 RTOS - R.Serna Oliver - TU Kaiserslautern
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POSIX: RT Extensions

* Message queues

— message priorities

- sending and receiving can be blocking or not
* Time

- Clock

* resolution = nanoseconds
- Timers

* programmed to a certain interval
* expiration sends a signal to the owner process

28.06.06 RTOS - R.Serna Oliver - TU Kaiserslautern
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POSIX: RT Extensions

* Asynchronous I/O

— No wait for |/O operation
- A signal is sent when done

e Other extensions:

- Threads

- Timeouts
* limit blocking periods

28.06.06 RTOS - R.Serna Oliver - TU Kaiserslautern
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Conclusions

e RTOS : deterministic OS

* Design of RT Systems
- Limited by:
* Time & Resources
- Tasks
* TCB
- Scheduler

* queues

* POSIX : Portable RT systems
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The End

Thank you!
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